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o) PRAPINEHE 1 7E e AR T R T A B — 07 . RIBRIEICE B 5 IR KRR FE
B PR P i 5 S8 10 2 Bk %

A.2.4 {REB#IXMEZ (Format—preserving encryption)

DR B RS AN 2 — Fod BT ZAR UL BOR I ik, e 2R S S WSCRA MR, A1E
NERRBCEARE) —EB 50 I DR A, AT F O B = B B Al A IR ARH L

X OR B MM A B 32k 3 AN FH Ry e LR J LA T T

a)  FLEOR B A b BAT i VRIS BOR — R RORE R AR (RIS A R — B s A R
S, HoaT OB A i AT RS HEVL O 2R . Bl RI #r 4%

b) PRERE NG T 2 A s, BT, B ks, e g R R [ e
Kot -

c) MHEIEEARADFE, FELEARIT TR, ORI AT DLORIE I 5 1o R
5 AR B AN R RS SR B, IXAT B T AEAN TG 2N B B s o T, SEBLEAnilte.

A.2.5 [E7SHN% (Homomorphic encryption)

I E R —MEEHUINE o 18 EARRAE BRI — B0 RIS, bpns B gt AT b2, (B
ABEE FEAN M FEAR AT SR AR N A o (RIS, A S B A P e AR B R B AT R e, A9 B IR Ak
HUSHIZE R [F &0 R0 s (e B A U8 o AOAR IR AT (R

X R A B R AN P S R LR J LA 5 T »

a) iR (O EE AT AL B B A, KX AT R, SR E R JrikAe

BRI 0 J i Ky 19 2 (10 iy S 4 K2 — R
b) SRS EVEINE T R, RN TR — R, A A
o) R REAE SR gt R R U R RSB R N ok SeBl S AR R G -

%
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A.2.6 [EFSFHZELEZ (Homomorphic secret sharing)

[l AR LR — R 8 BT, AT PR JE R A 2 R E T Rk A SRR 1Y
MR, AR RO T SRR R ) B A B AT AR TR B B aa 5, LG SRS T B AR A b BRAT AR N 3
FIEH MR BN TR IRER B — M I CUCR A, A ME I AE B RA S R A
B DA _E 2 TR A ACHSHE 10 S P AR AT B iR AT BB 1 o SR, 3 PRE I A T4 B 70 e 25 7 1 B A
ER B . XA A BRI M A L T SN AR RE

AR R S S MR, R B A 2 S AL B IME W] 5 N 7 SR R A is SN 4
&, PERRBGE SR A RN A ik, FSEARET S ZeN2 I EMe s, DEx£
PRRMEEE AT AR 2 e 5. RS PRI A 2 PR stk

BARFARFEYICEH BRI IERETT 4, (BAFE 5B & Z RS B BT .

SR B AT R A IR o 22 2 5 T ST I B0 5 IR AR B R Z R I,
EARIE PR BN T 565 AT REZ 3 550 &) [ B

R A S I S AR B 0 A S, 2SR Se i T RIS e S s i e 2 7 T S BOR b [F) 75
TN T3 A RENLIT,  Bodi s KA 100 B A 0 8 5 4 Re SEBLEL AR IR BT

A.3 ##IFEAR (Suppression techniques)

A 3.1 HhR

A BRSO AN 5 A2 L DRI )80 T B » ANEAT AT o B 4m AT e S b ade 5 10 e PR Clnn B O
XA E MR VEME (B, JREEmeD . a2 MBS ik e (oS (P, A0 #EAT IR
B IR E EE 7 8

BT T 1R 5 T SRR HE T (TGt RO AN R AT RE S R A PR SR IR LI S 5 FE AN LA
FERRYEE, M TTREIA ORI HE T Kok«

FEIEAE Tl S AR EUE R w1, AT AR BB 5y, HU AT AORSS Bl ) SOk

A.3.2 [Fillx (Masking)

BRI B SR MR B A B bR IR T, B B BN IRAF B — 00, AR B RN
FFABAEE—FRIRTT o

B BOR e, 385G 2o HE AR A B AR RO

FERE R BN IME— I ZAn ORI R Ge b, R IUR A 15 il AT 4 250 0 B il 25 R 37
RAR A A -

BERHEOR AT g — ik, .

a)  EREAEREER: TRAEFEROLAE A S MIER T R IR

b)  BEREES: FE BRI BT AR, AR OR et SR AR A S ), a0y ] 4 MR R

ELIFK

c)  EHEBR: FRAEA R H BRI PSR R b B AT B s A R AR
A.3.3 [SER#HIE] (Local suppression)

JE SR ANE FE A —Fh AR IR, BRI 1E 35 H B BR AR 8 JB PR, 125 JE PR S AR IR AT
ghAfi A AT BRI A A AN NAB B F Ao I8 N R A A SR A B AR IR AR A S5 52K HE I

M e (BOXEEERIMA G-
JRy BRI AN 73 SAE iz AG3E & B T 80E, HL R A b2 i it = AR RAHE e 5 E
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A.3.4 igFEHNE| (Record suppression)

“ITFAMNE] 7 T e A A I B B e SR B LS SR B AR R BOR . R 375 0 i
SRARME dnREE AEHidx.

A.3.5 FEEI

MR 2 FHAE R ER, WHIEARCE G PR A PCEEFR IR, T2 S 2 BRI
ARAR LS DAREAR A ) B AR R -

o 2 ] S R O, T CAE RAR BT, D9 ORISR (R PP, EEH ] (0 it A
BOE A ERRME.

A.3.6 il

TEFA BRI, 7 EE B G AN A AR R 03 GK-FEAT 4T, SR GG B S s (k4
PR, FK, TAEFERR, HBR%), RAW T PREAT LbriR:

Q) AR BN, WERSHIEIEARMI; 8 (RS TAEFERR B {HR% . 1H) tmT A
T HAIZH U — 305 A T, RIS P AR T B B 45 S 1k 5

b) IR, FK, TAEFER), AR ERRERR, FEEAZOEAR, X “Hk” « TIE
R BT AT, WEiKiZ A 5k-10k. 10k-15k. 15k-20k 25, TAESERRIZ AL N 0-
34E. 4-6 fE4E,

¢) wREE A A 1 NTAEFEIRS 0-3 4, FHiKoN 15k-20k, W REE & A1 BIHEAN 72 T, R
FIHIE AR 1% 5% 18 5%

A4 BABRWEAR (Pseudonymization techniques)

A 4.1 HER

A B RE —Fb il R AL B BRI (BB RS IRAT) B EAR LR . BAA BRI —
NNAE B R BEME— RbR IR, DB R A B AR IR BHERR IR T o AN R B £ B A D AL REAT
A AL R R AR OR T LAREAT ORI, I HAN S B N S B EARH S

FEAE R A SRR RE R, W A — L (5 S o IX LA B 2 B0 Ak Al G b R 1
PRIRARF S B4 7P PR B 5, RIDCL B A 5 R PR IX S A B A5 AT A T B AR TR XU

B4 B A T B ST FARIRAT BB B SR AN T3 B BOR AR IR IR AR B A B HAR
A% B BOR IEF R 2B B LU SRR A A B s B PRk RE /7. DL AR IR fE
B4 w3k B ) - B

WAL FARRAT B R AL B R AR T & AR B MR AR e, MRS A, ST TR HT AL
O JE kSRR . 2 T 3 S BOR AR IR AT IR A2 AR A% 61 S 50 A B o 50k o P R P I 2 B 91 28 S R R
AR AL, X R RO R P R PEREAT S IgAD . A BRI B A T DL &
Ry B SO B SR, TR ARG — R A B s B

A 4.2 M TRRIRFFRIRE G

BSZFFRIRAT R A B BOR AR T B A PR IR A6, MR AR B, S A 500 BB L
A & T IR AR 1E

R BRI T3 QI 4 5 IR bR IR B 7 B2 o AR 2R R B bR, BRI 24 B HoR 58 2
FE R AP % BOR MV IRl o B, AR 25 hn R A5 2 i B A R e AR A U5 1] 7 iR
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A 4.3 ETEBERARRFMAFTIRE RS 6E

BT BOR K AR R AT IR A B A4 B 2 B A 0 Ja AR R AN BRI S A R A e 4%, 3K
IR BRI AT B gAY 7 PN BOR AR B A4 T B B A B RO
ISR, TR R — F L [ () B as 5

SR 22 T A A F) 2H AT B A 3 PR 9 e 1 R A 1

R INE T BR GV B BTSSR i, (EARH AR RRIURF ARG ROR PRI EEH, Bk
REERYT], OREHSEIESE, ASE=T7 %, 2R H AR EARRA

HUCH bR R B R I8 B R PURE 8 RE 0 S 1, S M TR AL (i AR . (B2, O SR A i A
FE ORI, HLA AT e D O of 2R S 2 TR, B8 R 5 T ) o DAL IS P B R s 0 T 3
o —BENUN, B e PR R BGRREST, B IE R E AR BIERA T 2 2SI
A, WERAEM A EPHATBANEE T AL TRE, BORAHRPSEEEY], B e 3 B 1 HER R,

A 4.4 FEEM

UK G 2 05 M A% 5 IR AP IR I 73 e, IF REXT 70 IO R AN 2 BE BRI EAOR Y, WIRES A
R BEAR e PR FE A PR RS o SR 22 A SRR AR IR X6 oL — M A4 19 70 BO 3R FERF — — X R 2y B R g
5 BEINA R B AR IR AR o I BRI e — X L 7 BEBOR s B BOR By T RE A B A7 A8, T
R XTI BCBOR s SR G BEHL AN 7 A 7 B Rl ot 22 55—

K ZA IR IRFT S B — MR A B3 BRI IR BCEOR 2 R BAE LR RS N GE T 5T 5L
P AT R I, I PR A I o I BORBENS IR JRARIRAT, 7 258 R e s IRFF I DL
KHZEAR

A 4.5 il

FEREA AR RN T o, 75 2 MR B HHe 128 rh R 25 N 44 B0 R8s LAt A, SR 20 gt
1T LR IME:

a) MEEHANL TR

WHANZTFIERA 200 MERNBH . 320, Baivt, BEREL 285, FH#. F0%
KHE Bt JCEFR ETTL

b) HIEAL SEAK IR,

DPEHARM AT, T MRRAF (A4, BEILER— DA T 1 IFEHAKRT 200 ()
BEALEG My R B By BRI AL, AT B e

c) EHFTIEMDBCEA, S AL LRI,

FELERRERE S, BB “ 8% i, BEYLAER TS, MR b iHESIES 5 147 “5%
W B “ERE,

oG BELT S 7 B, SR T 20— 100530, EORBE S mT YRR RIS, AR T Hdls
) AR RS« -

A.5 ZHUFAR (Generalization techniques)

A.5.1 HhR

ZACBOR TG — Fh AR £ B ide J& PERLEE (R SR A B, X S d AT SEMEAS . S R A4k
ZACEORSEOL L, e ORI ISR e (K F S
A FHZ A B B AR D Ja P — i CREMEAR ML U, 245 24N JE A A AL & SR IO ME— D B R

15



GB/T XXXXX—XXXX

FEARBEZ A A IE (BREMEREE) PR R 2 ME RIS, W3R 2 A AN MG B LA
DR AIRERE o PRI, 8 PR IRAT SR PR AT AL, (HR RS AR DL T 25 FE XM T m I Che sl &
R E ) .

A.5.2 BER#¥ (Rounding)

RS % B N BT 38 1) D 1 3  — N BB R, SR R AN B ) b ) T R 2 o T R B
FEH o 17 b 2 1) T R FE MR 2R 7, TN R AR R T W S 5 A il U R B A B B I R B o i
W BRI 10, MEME N 7, B2 7 17 RS 10, #%8 0.7, &R FHER 0, %N 0.3,

PR TTATI0, B0 i CREDCREAR 1) SR AN &5 SR 5 TR 4 50 1 SRR AR AH [+

A.5.3 TMESKE%IE (Top and bottom coding)

ZAEA NI R PEBOE AT REMI R (BUR/N) BIE. T2 5RZERISEARE R RTUE (5
JRJZD B B e m T (BURT) ZBIERE.

SRORIE IS s KA e . Billn, WA N RIF KR AR S ARz P 3 KA
BN “wmT Xou, Hrp X7 OmIBOERI AR, T AN IO SR R s R e A

A. 6 PBEHNLILIZAR (Randomization techniques)

A 6.1 #hA

BENLAC AR E N — Rl AR IR SRS, fRiES BB SURYERE, (BN AL Z S E X
TIRRIV AT . IR FRAR 7 Bodi B A A — S il AR P H e SR PR HE & 2 — IR P A e

BEHLAL BRI EAS RECRUE B A2 10 s AR B L SENE ik RS € 1) H A, A LA 78 75 ZE UE ),
SE I RE P G ZEVRAN TR, SRR A IS SH.

BE ML S A B 1 A Bl

A 6.2 MEERM (Noise addition)

W P AN N — R EOR, I AN BEALAEL  “ BEALR RS 7 2 Bk i3 S8 R fE P R AB TR 4R
[ B R AT R PR 12 R MR B 4 P Y AR G v R . RGO E AR B A L SPRME L T E.
e 22 W5 22 AR R A

A.6.3 E# (Permutation)

B HSRAEAMESURVE(R IS 0N X Bl 4210 3 pir it Jes Mk B HEAT SRR P I — R BoR . BRI, B
Hebrfy 7B BIESE T TE RV S A .

BHBRIER T Hr S AECTHE . POV R A — Bk T REA B0 B #USRE Lt 17 TRE, &
2 RN AR A DR A AR ) B A SR — 2 .

AN A B BRI XA T 07155 AR ZE 0 o A DR T o PR 2 TR AT AR SR PR I DL BB
EAT AT A A B

HEHAFOUT, RS A TR T DU AR R E 2 AR, AN K 3242 EAR R AT RedE, PRI RS
WAL S 5N 2 B e b 238 500t 51 AR TR I (R fE

A 6.4 THEE (Microaggregation)

“PRER” R A ST S F ORI BHE A E LR VT A (B I R AR IR BOR o X T hk A
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B E, SO0 T Tk i —IESE I, R R T AL AT T oA, RARIEEIEEICR)E
THE—H, mHS—HhEDH kM. F—MEERGHEBIONZR TR . sS4
BB, B A RO B R R 13 T

TR K 2 e, 2 BOR AN RE DRAE B R S Sk

MEREBARMA R AT EFENENE. R EZ R EAETHE I R L EE R K.

A7 BUEERMIEAR (Synthetic data)

Bt e o — M AN T s A 10757, I ARRORTIOE U SETt Bl

X R A BRBOR R AT SR R AR J LA 5 1 -

a) AR S B REART, (EAEEIA AN NGB A RIS, E, A am
J B 5 TR R s A& L T RE 2 T BRI B R

b) GUEGEEIENTARE . B b, HE AT ARYE R M SRR LZE . 2SR [ OCHR
EEZARBE MR CaiAS 72O KA LB Z B NS R . SEhs b, & s
KA R 2 R I BE HLAG AR 5 il SR LS SR REAT 2 IO S e . & R 5
MA T RSN,

) ERHUET T IR A . G R AT AR SR P A K i B BEAE S PR il h
BUE & B th AT R, DA ORIE T3 B i A BE BE S (R I 0 S P T 0 Sl

HI A 2270 B AL T DAORALE & R ESHis AR A o
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M X B
(BERMMEMR)
BHAERRLER

B.1 K-EBE&#&EA! (K-anonymity model)

B.1.1 #hk

K- A4 5 5 8 R A B I DR A A5 IS 2 ) — PR o K- P A0 R SRR AT IO BdfE o, FRE AR
R (CEEARRATBOEARRAD) JRYEEAR R MR8 00 K Mk, X AR A
M BRI R, NGRS TN NG R %2, A K-EARRSHBINEIRES, $idx
Z IR RIBAE A R (/KD

RN B SR I B S A PSR RS IRALEOR, DTG K- AR I ER . M EoR . 268
ARBARELYE M T Bl iS5 ME e, DLSCHUHE 4S5 R

K[ A2 R 45— e s 2, 0 L- 2 FEVEARD TRk

B.1.2 L-Z#M (L-diversity)

L-ZREE AR R PR 2 e VEA KBRS 52 (0 — R s & . OB b e vEHE S, -2 AR
RAE K-BEA LA E, SRR — S R — U R Y LA 2D L A E8dE 2 AT IRA
I, B A S PR R E 0 52 BUBR A

B.1.3 T-#EiAM (T-closeness)

T-HEIEVER L- 2 FEVE AR SRS, 3 T R A s £ A BEURR s 1 70 A1 28 RURT e Ui B Ml £ 1Y)
BURIRE AT o BEXH R AT AR L AR RN B O R B SE, 9P bR 1,
SERATAR S/ 2 OB 1 ) A1 5 A B B P AR N S 1 B8 20 A 2 8] R R S /N T BRI T

B.1.4 KERZHXEEERE
B.1.4.1 BUIENKE=

Hen e r B AR RS L B AR I T A R R K

a)  FEHTICFERRBER KTk

AR R T THESHERMENEL, FAEERRIBR. W T4EmT, BRI E
T HHE R AT T HERR IR R PR T B AT AR R O

HAR L “F028” 45 RA SHERS IR B TEA FME R ERC AT B0, ERA TR, FEA
REHEACT RSB IESE T, BT e 358 UL E H ARG KL A2 E T 7 i 8dic s, Bk
AN SRR RN ST AR R A M FE R AT E

X REAT, EARREIBER ST 1R LSRN SRR, B, 45 58 10 AT BLAR IR R =1/ 384 R0
Bhn, KANNSHIZEM S IR — AT #0A EASIRIBERON0. 2. Bk, BATBORSEMRMIT, RARBIRK
HARAMEAR .

b) AR P 0 A AT AR TR R A 2 Y KR 1 5 9k

BARFHATIC R EAR R IER ST 1B LA SR RN, (2 BRI T SEAe £ o B AR R XS (1975
%, BT BRI R AR
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NIFICZEE AT BLAE P B R A R T A TR KA, MR AT Bl & 2 #EAT 20 Qi
ZIRBHATR B B S T R IE 95 4T, B S/ NN AN e e ELAR AR I Bl AT . BRI, A T
AT P EAR IR R B R FR R A E AR TR U

L A% IR BE R AT A FH A AT 28 RS o 32 2 A A Bt S 1 U R AR e R 2
SME BT, BT HEE K E AR AR ISR 0, NLE A 4T rh AR IR AP A S kA B e S o
HEFR RS 9 T R BAT e AR TR XS (AR AT BREEAN 2, PS8 EDE R ON0. 33, BIER AR 4
2RI /NIRRT A3 . SEBRAE AT BEAR VR R S K ] DASE OR0. 5.

B.1.4.2 IfEXKEES

FAR TR XU 23 32 B PRI UKL R M o PRI R f2 10 Bt J R ke — Ikl 22 R AR IR B 3R . AE
T AR IR R B dia 4 v A7 A AR IR XS, SR T A Bl A AR AR (AN (), Tl 2 S g el S 7 2
ENGLE
a)  AJFILEHE KA
G AT, BlE SR WT PR AT N, JE AR, S Bl AT ROR NG - Ut
Wik o Bt SR AT AR IR BGE IBER N 1.
b) IR K AT
I A AT T, PSR XS (R VT SRR B 2%, 5 L 5 T RE A S AR TR IS R 1) D5 VA R £
XTSI R AT, F R E =R R AR RS OB R BRSOk B BB IR S
AR E R Bk itER .
FEAT AT KU, N IR =R f) foe KAHL -
D ARHER
X AR IR MR R R 5, RO B AR R R T A 2R BRI P O T R B
FAFN 22 At pF T el el BT AR RIS BE 77 XN REFRE “m 7 “H 7. “IK”
Vi B A HEAT S PR PP A
ARAE S A2 3L e R AR B AL UG ARTEAN R B BRL AN 2 P e , 15 SO AR S ie
RS AT REVE A T ANA o BRAARN 22 Al K Pl g, SR IR (O RT REVE DR A . B 3L = ot
B B R A ], HAR N A
(1) A5 B3I S VAL T LA/ MR T7 27 [v) A0 i »
(2) WIESMEREAEE A ER LN T AR N ST B2 IR il
(3) RHHH it Ak 5 45 R O B JUIRR A ) 08
(4) I RBA BE R e E A, B AR T E S H =T I
(5) i€ KL A g AR, JEIR B AT
(6) AN HR G AE B 37 FIritd S i N B3 A R BT AT S AR A8 52 AT 5 ] 2 AR R 252 1
KL LRI B I AN 22 155
(7) AT X 35 S BERL BIAC AR 0 B2 J P RE 100 9% it B S B 1) 800 DR Nt 5 T 3
(8) IR SO AL
(9) ELHIFRSE, WSRBIRVT RS B EAIAT N EEE
(10) 5 FH Jon s B0 5 ZE A% 0 A EAT AL 2 5
(L) 15 BN R M T SN SO 75 B R, B AL & 1B s R B 1 1R 4507 SR A7
BRI SN 55 18], AR S AT il AR S RS A7 AR
By 5 A5 R AR RS B AR IR M nT REVE K 53— A BB R RARMTRZ LA BE /. {5 BT X+
B b i — A M MAEARRISIPUBCOR, 7R, Seil AR REGR MR gttt m . PP s LA
BEAIS, FEHRE LR
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(12) {5 BT £ SHA G b R B R A 2 A9
(13) 15 B T7 & AR I 55 Bl e 75 T AR SR AL, AT A S B AR TR i s
(14) {5 BHAO5 2 B HAMREAR L KRG G RE 1, DU AR R
(15) 15 B UCT7 7 75 B 22177 1) 7T LA 1B 8] SJ2 il 35 PR B0 i 00 1) L e R s e a4
AR A A = U P R BRAA RN 22 AR K, AR RN IS RE 77, AT LAt o P9 BN 53 ikt 2
PRRBGE PP, BRI R R R

#*B.1 ERRKEHIAREM DR

RafA RNz a3 hlKP LR S EARRBEE R
i 0.05
= i 0.1
[ 0.2
i 0.2
rh i 0.3
[ 0. 4
i 0.4
ik h 0.5
= 0.6

2) AR P AT R bR A

B T WO R BRI, RS A 0 BT H T R R o T AR — A R H
CEATRLRIT, ARATAT A2 B — AR . . KB . RAH “ Bk BN TR b
B B e T N OB, PR AT B TR

1-(1-pm

DR A A BT R 0 2 P SRR AR T 40 L, RS R A T BEH RS
SRR A, B Bnf T S A 15050190.2 1],

3) MR

(eSS AT ORI R, 2% HE R0 5 = A B RO BB R o 0 54 BB
MR, RSN BB E 4 R R AR o BRI, R R I M T 1 S Bl it
A SRR . S A T OB K T 0% A7 AL 12 B BT 2 2 O B RO

B.1.4.3 RHAMXKEES
SR XU 28 7 Bl B2 P — AT B2 AT B g AR TR B R o MR PR s XU A 352 UG, AT PATHER
AR TR PR R o b e A IR 4 T 250 XU 3T DA B XU o

B.2 ZEHFaFfAt=B! (Differential privacy model)

B.2.1 #h&

Z2 57 BEAL A& o] B e R e 1) B ) — AR RA SE S, RT AR RAE Bt R« ot A BE AN K
At O Rl SR BRI R AT B o 22 90 ORL B DR S0 SR AR AT 5 B A M5 R B AR RO AE 5 TR ik
MEFRRA A e B R e B P e T o RO & RN U IR L e ARG IR 4R, N BB R R e 7E
—OEVEHEIN, XEERIER S 1 B OR .
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Z o FaALTR
a) FEREAE X EIZGE U, Bn R AL B S5 RO B — 1 s AR AR, B — 1D SRS I 2%
PE SR BN S M B, X THSE A R A GErt R PR M AR, i A= FR R RA ik i DR 442 i 72 7T
B2 N
b) FRFAEERTTE, AT LA RARMIBRAARUR I BB HUR IR “ 757,
7253 R RN E s R A A PSSR BN 7 — e B “MgR 7, % P DA O SR AR 0 A
o BEHLME S BRI RAR /il RS0 IR — MG B EMAE S M5 b, WAL= 25k
MARGE DT E (RSFaEE0D SRAIK S .

B.2.2 BR%KE4ER, (Server model)

ZEoP RN “ g5 e 8 R 2R B DURUR I RAFAE R e R B . 9 T IRITERAL, XA
M A e AR A AL 3R AT

BN 22 RGP BRI AW, JF ANBOE ZE AR AT IR R TC R A el o (B, XTI
R L 0 SR, SRR LLAE 2 TN — s R R AL 75, LA P 5 2 98 X 2 P B A 0 R R L 481

BAFHAE ST R B R A AR R I 0 DRAZ A R AV BSAATSE . — HERRABURAR RS, 4
PR B G S IE SR SR R E A2 A5 AR B A, 3 R A it

B.2.3 AKitER (Local model)

A 2 AT B R M LA AN 2 NG BB, BORIEEE (1 5L IE TR PR XU
FEPAT B S ME IS TR« FEZAER T, 5t T3 N A5 IS R (S ds s 1) T S 45 R AT
UL, DAMEXT BT R, IR G R L IR 55 3

R e MER A ALl — AN REN LR, FFASIN B — B B dE B R T A A5 2 3 1 0 K ) B ) 4
R, DUMEAER G s BR AT RELAL

PR H KRB NEIEEE RSP T RES NG, e RaRE 5 BRI EARAT
AR BTSRRI AN, BIULERZ Sepl b, A B EEEIR S S ARS8, o
KPS R R S, 1 LR ] BRI T A, EREEE SN

B.2.4 ENRIRAZHXEEERE
B.2.4.1 WRENT

TEZESYBAFAIIAEE N, BEALME A R EBEN LB T2, BENLEOR ¥5 Arik LR 20 A 2B il AT 3B A ME SR
AT EFEESME B WA BB AT R RO R A

DAL o7 40 A 5], ke e e AR R e AR S S R S U bR vE 2, 5 S/e BEEL, Hidr S R
Y E B IBBURYE, T € DU AH S R B FA TR A
B.2.4.2 HEE

o 8 T B PR B U S R TR MBS BRSNS B AR 1% A ) R B AR A 2
®ZEWA L /D ETEN .

NT BRI TR AN NG B AR, T B EL A M 7 N N A A R A v B R B T R
[EIESE S
B.2.4.3 [afAThE

BT € 77 B R G — 1S4
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PR e Ja ], TR AR AR HEZE 5 S/e IIELE, T e MUK, ARdEZE#Ul, FEFATREL T4 8L
/0Ny AEE B 2 SRR B RL XU o

BN € S HEIpRHEZE , ANTTHE N 1 BRI P A 7R 0 28 S P 4 R TP M, DRGSR (it 1 B0 KRR FE A
(SEINISTAR

B.2.4.4 ZEFRRFAIRL

7253 B RL SIS FL N AR IR W 27 A B AL A BRI AL K o FERE O BT IO ZE 2 BRAL S, B
REWHUR AT LR/, AMERAAZ PN, (HRX LR RN e & 2 S O AL IR AL .

NIRRT PR A AL, TR N R RARBUR LSBT HUE o HAnAE 22 70 FaRL 5
LT S AR RRA C B n &, WEARRRAATEITA55 A T nC.

FAATIURAR I A RRE R PR — AR, T A2 RIIECEERIERI R — BARIERA, Wi
HUAT BRI I SE S OIS TR HE S L SRR B M B AR IR BRSSPI RE & B AR IR R K
TSkt o

B.2.5 ZENFREFAEXIRIRILRA
B.2.5.1 #h&

Z2 57 BRI (R DA S5 S S0 S B ALY o 68 28 B 5

Wil BT SARTC RN Bl P I SRR AT SR A M AL R RE L, B ML
IR ECITE L S STV )R S R Ao PR IEF AP RES SV ST E S 5 €y R W c2c i e €1 SL A

BRI AT A G SR ORI 73 0 €1 R 2 22 2 BRRL SR 1] 17 47 8 B 4R I A2, A
2 SRR R R RN (erte2) 5

JE Bt IZERA IR E RS RI AR, MIEREDRABGR G AL EEE
By, BURRZEDRRK;

WA B S AR AR NI BRALCRY BT N (A 8 P B AN B e SR X 3 T B, P BAZE 23 R AL
TR BCEIE AN 5 B RN R DB, Rl B 0 AL IR

B ATRPEORREVE . X B ARSEIZ 7 AL DRI LRI, BORXT BRI TR, (B2 HR
LR ATRETIREOR SR o

B.2.5.2 ENRBRIMFERGE

N CABRT BB BT B AT I 22 00 B AL AR ) 48 P EAT 7 81 i S
B, RBUFIR A BEE L= (h, hy, -+, ho}, WIERB. LR, ERRKIEDANE B RGHWE,
=R R, BRI SRR R G .

*B.1 [RIGHIRSE

A4 Fil ER
Alice 31 Yes
Cici 72 No
Dave 46 Yes
Emily 78 Yes

o Bl e s BT BB, 157

22



GB/T XXXXX—XXXX

JE‘\
JUE
]
N
wal 4 4

3k 3 3

L1 2

L 1

20 30 40 50 60 70 80 #

B.1 EKMREEEZE

ZAE N ER A= 12, 1, 3, 4, 3, 4} o RATUIEIB. 1FT/R BT B2 R EEEB. 1A NBSRAMERE o
B, RS AT EEDave [RAERE V46 %5, (HANFIIE M2 AT O NEe » RIS
FRFIAH 40, 50] HBrDavez AP AR N AL (il Co i N2, Jid B 7 I (40, 50] 150k
3, BERSHEWT HDave A Lo IEH -

0, B NESRAIE: INMEE SIZERR . ZEB, SIS, BB FALR
PFRE R SR, eBkOK, SINRIMEFS RN, BRARATEER 1 KRR OK . FESEPRE Y, AR
WEM, THEARWT:

R E AT 2 3E 4L DAID', DAID @ S5 HAH IR Hi 2 — 5 A RId sk, A RHLEEM, {8
W Arange (M) , fEDFID’ E 4 HI£E0 (0 E range (M) ) , #5762 W1 EZE 2 2, MIIFRBEEMIHG /e e— 2 7 Fafh o

P[M(D) = 0] = exp(e) x P[M(D") = 0]

F=00, THEHORENBURIES, BURRE e M B HE S AT — g SRon) B v 45 SR 1E R B K e,
HatBE AT

T Z A 2 N — AN E S AN SR 4L DAID', X6 T 5 2 1) R U 4 R UK Sy«

§ = (D) — £(D")|

U B — A b Ay, HBUREE ROR B i 2 —, SEER&ETE .

EZREIF, SHME AL, ERRMBREEE I II—dsk, &EZHmE T EP IR gHE oL,
WIMIBRERB. 1R A Liceld s, RE2mak (30, 401 f1TH4L.

$UUL, ERER T BIERT, IR BENUE N — e, BIAESE SR E i e R A e
Al g BN .

i F (P S IO 5 AL AT HE B L, I Rt 4 SR OSSR R B L, o
4 TN AESE I R FH HE B L o

R ML T A T

X T HRAED L AT — AN R DR, AR RIS 4R T, 5 BEALE MG 2 W R R Ak,
U HL 93 e 2 Ba T

M (D) = f(D) + Lap(S/¢)

Hrr, eREFATESH, SERECMERBUREE, AW EFR. IS SBURERIELL, He
U . SERR, ey, SINMIME R EOR, SRR 2 5 BRI B FA TR 37 A2 BB

BHEWLE )T E A L BAR LR

23



GB/T XXXXX—XXXX

BN EMA N A SED, i A S5t Gir Erange M), q (D, v) NATHEREL, SHAKELQ O, r)
RIBBURRE o #7 SRIEMEAIELE Trexp (e X q (D, 1) /28D HIMEZ Mrange W) Hhadk # 4 thr, B4 B EME e
Z BRI -

AP AR SR A 3 ALt 73 ) o 7 1 e A A KO 0 3 o e 7, S0 A ) 3 S HEAT S8,
U o 4 A A S S IR BT A s R B AR OO = {he, by, L e, e

hi’=h+Lap (S/€), ho’=hs+Lap(S/€), ..., h.=h.+Lap(S/¢).
[K°NS=1, Frblhi’=hi+Lap(1/€), ho’=h.tLap(1/€), ..., h.=h.+tLap(1/€).

HEAAE, B={1,2,5,3,2,3}.

FT, KATEG IS S R EAEER, WEB. 2R . KIS AN EIB. 2R BT B, B A S AT AN
HhDaveIEEWS 46 %, [FIIT 31T 1[40, 501 EkDavez AhHAl N (I CBAmCo I N BON2) , it
H 7 B[40, 5011155, CEANREHEWT HiDave & 54 O EH -

A

E>-IEC

20 30 40 50 60 70 80 g

B.2 ENRAMNGITHERE

24



GB/T XXXXX—XXXX

Mt & C
(ERHERSRD
ERRR AR B RN AR BOIEIF
C.1 HERAFEFRUHEAMBER T

*C 1 BREMRUEARMER AT

s |y | B BT |80 R | B 7 | OGO | A | o
o | A | mRon | HRn | mRe | BRR | SR |
o o || dute | T T T T
HA | ®o :ﬁﬁﬁ ﬁgm gt | J ‘ ;f/
ity € T - A UAN
B e | ¢ gt | s | x W | x 1
PRI o | g | e x| ma x|
R 1l E l;&t N
o e S o | g e | x| x |x | @
w ] b | g e | x| x |x | @
35 B N
e | et | g | | x |x o |x | #
AL
Rl | posdE | v fﬁj‘ﬁ E;h J | x i
1 ST |
E 7‘:'?” Q A e | fﬁj‘ﬁ s | we |we s e
—
;SJ T o | T 7 S VS
VAN ¥ -, /—\ 2
AL AR e | v PRE| B wy | x i/
P R h
U S R TR N N
W | MR | ﬁ’*ﬁ E‘ P wy | W |8
Eﬂf meE s R | R
KR G | modE | Y aEE « sy s | &
iy
W B | bR UL | . .
- B e | x %*”’ﬁ E‘ Blas lws |wn |&
Wb -
| me | moE | x it E‘E an  |wn |wn |
R ‘ L i i
mEE | BE | a [ an  |wn |

25



GB/T XXXXX—XXXX

*C1 BREMRMUEARMER Y (8D

s |y | | BRI TR | R | R | R | e A B | it
BA | REHE | | pm | mAR | BRE | SRR |
KRR | B wy | E | Y N N 15/
A
AR | o | Bt E"§ VA VR 7
=]
#E B iH o
K 4 ot | v Bt g*rb v lmn | x 5
i
L RTEE LR
2 WRREEEEME
3 WRTHE LG
4, IR TEEHITEWE
5. Bk K B4 RIE T ORI
62 EIIRRHMEIRRNSE
621 HEMERRL

YRR — AR AR RAT, TG AR IR 28 B0 T

a)
b)

c)
d)

e)

ZACHG . AR PSR S ORE R, IE “aksRAE” ORAUE “ak=", BT “aKkIE
B RN K=" o BMITERMERERE U7 X AR N 75

T B ELAEMIBRUEA BRI GE— (0 “%” REIR . WA I IE R AR “sore” AU
BEHLEAC. A BENLA D TR R, i FRENLAE B “TRBRE " R “3k=" ;
At MEE AL TR, FFNPIER—ARIR, W@ AL IR, 3
ANHT L B REVE . KL e S, BRA A AR 12 R SRR — N AR I A .
FY “3R/NHL” BUR “ok =27 o IXRPOT AT AT RE AR 75 2 OR3 0h A4 Bt vl AR ) 3 555
QRUE IR AR AR N LS s N L SR i S PN S PP IaS S DU S 1L O R 3
PR PR g SR, i “SGIHLIKHT” AU “sk==F" , sUEH “Fzf” ALE “Bob” .

C.2.2 BHHESHIEFRL

B IE S 2 R A ROARIRET, BN S OHIE S IEGB 11643—1999 (AR G458 ) 5 B R
HATORAY, HEER b A HS ., R AR, & WA 2R i8R

a)

b)

c)

TR . BN R B IE 5 BRAE FH GE— 1“7 SRR WITA B B0l 5 FR AR “toiototoien”
(v=F

A BEk. BERCS OrE S T — Ry, DR AME B . B “440524188001010014” 7] PAfE ]
“440524%kHkkkk%0014 7« “440524188%kkkk0014” BY, “erskorkor ] 88ksiokstoksokekk 7 AL E Ik
Hds mT o A FAAE 7R SLOREE AR HIL O/ AR H B o Ve B s i AR E G v A . R T
FEME VXS A H e A E Ge it M5 5

AW gAG . R B B AR AR AR, K SO IE S AR R S AN AR, ORI R . il
FIE R R 7R gt Fo AR, (] “SF39F83” R “440524188001010014”7 ;

26



C.2.

E(J ’

C.2.

C.2.

C.2.

GB/T XXXXX—XXXX

d)  BAEE e K R A I EE B AR SAIE S, A B RO SR T RS S B AU S iE
T, BRI AT A B G B U BT S AR S A SRR .

3 RITRSHEIRRK

PAT R SR B A N S F VISR, & — A0 AR IRAT . BRAT R 5 A2 4% MO 04T i B

HEEH 73 F R RIS . 5 SR AR IS o 3 W L AR IR T B2 a0 T

a) ISR EEMBRARIT RS EMEM G 1 “+” RE RS, WHTA AT RSEEH “epkr”
(a=F

b) R PERARAT RS T, BRIRSEE . ormlw] BLRR BARAT K5 T AR AL
R AR AR A TE A5

c)  FGEAG . R ECHAN AR, RHRAT RS AR SN TAT, IR ORI R . 0
PR A PRI HAR o XA ik A T3 I ARAT - 5 (0 e 3 S O B 37 5%

d) R R EH A B BAURRAT RS, A FHBEL™ AT B I G A A0 U F
AT RSB R ME, X0 S & BT R ARAT R 5 SR e i S 3 55

4 MHFEIEARRK

XFHLhE, A BRARRA TR B R .

a) ARG EHIES . SRR R R, I VLV S R i AR e M “r Uy BT
B ORAHE

b) bRk . BRI A BT S “” REEIR. AT R “ion” AU

c)  HBAYBEML. BEMCHbME T — sy, MR NS R WA TIPE A XXX R SRR “ILF
BAELMEEE”

d)  HE G e R B A R B A E I a2 TR T LR W 2 1k 75 v AL
Jide WA “ BORVLAE XS T HT R AL T %235 RE YL Rl AR R P LS T .

5 HIESHHERRANK

i L) S S S B AR ML TV EZA I R

a) NI BEA . BRI g S e S — 1“7 KRB R WHTA I HE S AS# 8 A “000000”
R

b)  HBr PRk, R HE SRS —E sy, DRSS B . a0 “ 19888888888 7 W LA Af H
“198kskscioketokek ” | “198%k+kk8888 7 HY, “ckkekkkk8888” (U

c) BENLEAR. fEABELAE BB — B EF R K s, W FHBEALA B “ 2346544580 7 SR HUAX
“19888888888” ;

d)  AIHGRAY . R SR A AR R R, K S S AR AR B AR, AR AT R .
RS R M7 R it A, i “15458982684” 4L # “19888888888” .

6 HUERRMRFFHERRK

B BE R PRI ) e R A B4

a) G, ERMES . SRIATSRER, W CHAN, AR . SR A
RHS” RAE “HINNRBECOIRE, 2 ARSOIIRE, 1IN OZEREERIRE”

b) i bEdk. EEMBREUEESE S “*” REaR. WHHAT FAUE AT <o f08

c)  TRMKZED. KT8 /DT — R E R A B A BEE . 10, FRGEIE70% i) —H
I “RTF708 7 Hiik, DAORRRLH A2 L2 1F B E 2 T-20000 A 5

27



GB/T XXXXX—XXXX

d)  # bR A HBUE R AL AT A BUE, a1 RS i A S A L R
T EAE A 5

e) AT AR G P AR O SR AR R B EA R AE SR BB . W BE MU, A5l Be b i
FITA 1) 5 s B JE i TRL AL B S CHAt s M A BN Tl JR B A v o 3 Ay ik
T AR B R I e TR AN 5

£)  MRFEENI. MR IR EE, RN RN R I 2R AR Bl IR R . WXt T
il 12K, PAERHEE-0. 10K, B FIREE E R AR L 61K,

g) R GE R EH AL AR B AR R Bt K A U i0n] DR s 1 5 VA BB ML 7
o WA “197 BHERAE “457 BER

C.2.7 HEAMEFRR{L

EEEE T, HE 2MAERA, BfRREAERY. JFEEE. 2805 & WX B LR
5 L F

a) A, RS, R H kR, i 1880 EAAE 188041 H 1 H;

b)  AhIBE . BB H BB R — 1 “x” RERR. WHTA REERREH “EFEREH”
(A=

c)  HBABERM. X HEF R — R, W 1880 AEHEH 1 HARE 188041 H 1 H;

d)  lEAS e 8 HoE A A SR AR B EE A B A SR U . e BN, Rl SR AR )
BT 1 S S AT LA B S LA R MR A B AT Jial 2 R e . X Fp oy
EAE R T RFEBIE R ST et

e) MEFEEUNIN. AEXTIRAEEAE, FE AN RIBENLE KR FE A EARE R G EUE . Xt T
HAHE 1880 4F 1 H 1 H, FAREEUE 32 K, MENRIEHEAE G A 1880 4F 2 H 2 H;

£)  BERE R K E A R B AR BB EE, Wil “1972 48 8 H 12 H” AR “1880 4
1LH1H” .

C.2.8 HIBMEHIEIRIR

H R ECHE E B R A B R I 2 Bl 2 4 s B AT B T DU L b P AR bR HE T SR (91, 39. 1351966,
—77.2164013) , AJLUEEE BN (BaniEERE15) B Mign (100084) . HyFRALE i A] fE B e S
ESAC T

—Se A B R AN ATRR R (B, —ANRET R KR T R m AR IR (i, —A
BEPURER T o EAMPHEE AT EFEA AT RR N, ER A B AT TR R 1A B 5 A A DRI 2 i
ATFR RIS S

Xof BT BAE AT EARRA, SR A A EAR KRR FE e T4 B R 2 o i anAE Ao O X VG P il
b 09k LOOm P BB, i i3zt b [X I b ik Skmoke #3178 2 IO AL 45 s s S AT BUX R AT 1k,
Ptk “iEER 15”7 Z4 “dbami” , DAORRR a3 2 120000 A

S TG 7S B 1 5 EE g T B SR PRI B, g — AR T VAT BTG B P R A
TIN5 — AN E R, X7 A R .

TE—NMRIA B G B Ee R BT, T RS B AR A 2 A3 0 AT Pk
PEo IR BN AR S P RHE I R N a8 —FE, AR T EhRR, R RIR D &R id sk tae
IR BXAEIR o

C.3 HMAWRERIN A

28



GB/T XXXXX—XXXX

AN ERET XS EAR ARG B ORIEZAN TG B AR, AT HAT A & i AR AR

XTI, K- A% 2 RO ET X AR IR XSS A AL PRAE A — R 7 3% . AT AN IR 9 AR IR B AR A
ITR-FE A% o PRI, AR IR A B A RCeRs e R o i 35 A 8 A WM BORDE . Biltn, R AR
W 7 EAE O SRR FL Sk, MIBENLAL BOARTE I IR LK B 44

ZEPBEALRE — Rl ZE T BU N B LR i 75 ZE TR B B AA KT, i EL A Xt A 1 1) S e 7 7
IRTTATI o B T SR AN [ B AT S SR AE 1) 8 143 M LB Can~P 35048 L At 22 S B 7 D 2 98,
I AT E A R E N AN [ (RS AA R GE, IR EEN AR I GE vt T RAR N AR — . Hin sz
HTHE CIREETD Kbl 8% g SCRemENLZ R .

LR T AR SN 2 — LS B CK-FE Ak, ZE 0 R Rhe) o PRI LES R {E
YT EE BRI S RS R 5 FH A8 R 82 FH 2R

29



GB/T XXXXX—XXXX

Mt & D
(ERHERSRD
HFRR L EIRA P

D.1 BARAKAIHE

RERBERFREE T RARY, JCHE BB DA T RA SRR A S . N2 67,
FROEREMT, RAMmAERAGHRIIHEZ DN

= A
=S 30
H 50
e 20
TR RI—NH, BRFFESIN, SRIE R E A T BB R
I EEA
=S 30
H 50
e 21

LS EE_ETHIX PSR, AT DAHERT R I RS2 AR 5 3R B, I R 9 BB 7 TR IR REAE 2 I E
A6 H AT T g8 R ARIE DR B AL o SIS R IR A R A BE A ORI BIRRAL ORI IO H N, (HGE, 2
D EEAARIITEAE R EORIE TR AR E R R GRY, A gEy 1 8 MR R L, X7 R
T AR BE AL 7S R O 3RS I o

D.2 SHHIERIPE

JE XS EARAR R REAT T BN HEAR IR BEAT B4, — L8 m 4R Bl U0 R DL HE PR AR AL, X e
o] DARTRANAE A BEAT B

D.3 REXEUERIBER

Hn R A M2 R A SOV A A — D ARIEE DRI R AE — o SORFRIRTT Fo v S BR
Bl 517 WHRREK . B R IRAT R VER B SRR B e 4, I 7T ERE R B F) — B % 1 I A Bl B &
FE—iS . it mr LS R B A OCHK

Halal I R IR0 T 2R R YE, XL R AT X B e R N A N RIS By, AT
BN EAR AR B0, LA BEA B AR TR IR, HRLE KL RN, Hihdksd
FRIBEAS N HCRE B A AR 0o I R ORI, IR R AT REA 5 5 00 — R SR B 5 I LA R B A
RIBEEAR o My BEA B AR AT DAE 2 I 5] (R4S 1T I A R QS AN A AT D 18] 7 B AR AT AR O EAR IR
HEl “fagr” , BIERED AR A B R D .

TER A RS 2% BV SR BT R BE AR TRAT B 7T RE S BUC R i, — MR RER B
AAE R TR A HEATRE DR 245 BoRs SO VFFE IERA R 7 52 TR ITah H I 53 T80 4 5 e i 2 )
W H I S TR 2 AR .

D.4 fH&EHIHkER

30



GB/T XXXXX—XXXX

FEFHENRE S, AER RN S, g ERRNIIRE. BERARGM —MHLZ
HEQEMRIRINRETTRES AT AR, HIAEEA 12 tr AR fal S A LR

AEAR IS, EZARE TR B RS SRS I OR B L FRAA G f1an, QA A )
Bl Gl 1 PR AN [ (9 AR A T AT, T 20 S i R A T I R A &, R R PRIE 2 R ORE

M F B AR e 2 A UL I, B R AR A I, BE T SRR 13 S B AR
BT AT R, AR RN & e B XU TT BE Rk 2 AN B g i, X e R AT Bl B N % 4
iod e Y AT E PP A R A 2

D.5 EEERFFRALAIE

-V E/EE N AL Ay = P s B TR R T D ST LR W

a)  BRION AR HHE AT LRI

b)  EHxeEREREIME, JE i OON R E R T BAR R

S5 2 7 B B RRR KR IR RE o, A RS 20 (0 5 IR A B 2 75 7 AR KR — B0 1)t
IR OR AR FIHCHE 1A P ) R B8 — b5 2K, U5 5% R B M 2 714 SR A R KRS B v ) il L 45,
FREERMEAREE, BUSHRNEREES0S LUN, fERATHAERIN (+288-2%) FILE4dE, M)s
A5G HIR ARELZ, HIER AT A AR A s, B Bt 3 m, XAN ABEEE RS IR 1 XU AR SRR

=] o

31



[1]
(2]
(3]
[4]

5]

(6]
[7]
(8]
(9]

GB/T XXXXX—XXXX

2 F x W

i NRSEAIE 2 E N RRFE RS W FEN S, PHRNRICHE M 2475,  20164E11H7H
GB/T 35273—2017 {5 B AR MANERZEMIE

GB/T 31722—2015 {5 B AR Z&afiR FEEZeENEEH

ISO/IEC 2st CD 20889, Information technology - Security techniques -- Privacy enhancing data de-
identification techniques, June 2017.

Information and Privacy Commissioner of Ontario, De-identification Guidelines for Structured Data, June
2016

NIST Special Publication 800-188 (2nd DRAFT), De-ldentifying Government Datasets, December 2016
NISTIR 8053, De-ldentification of Personal Information, October 2015

Elliot, Mark, et al. "The Anonymisation Decision-Making Framework." 2016.

HITRUST, De-ldentification Framework, March 2015

[10] IHE IT Infrastructure Technical Committee, IHE IT Infrastructure Handbook De-Identification, June 2014
[11] HHS, Guidance on De-identification of Protected Health Information, November 2012.

32



